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• Spectrum analysis
• Bluetooth sniffing
• Interception of transmitter in car
• GPS analysis
• Pentesting

+ OSINT including
• Patent review
• Chinese message boards

Lion Cage project team of ~10 experts
2,5 years of data harvesting from Tor’s NIO ES8

TLP:CLEAR



Sensitivity: Internal
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Accident Recorder

Instrument Cluster
Head-Up Display

Event Data Recorder

Auto Dimming Mirror

Parental 
ControlsWiper Control

Electric Motor Management

Airbag Deployment

Adaptive Front 
Lighting

Adaptive Cruise Control

Automatic Braking (Brake-by-Wire)

Electric Power Steering

Blind Spot Detection

Lane Departure Warning
Active Vibration Control

Remote Keyless 
Entry

Seat Position Control

Electronic Stability Control

Active Yaw

Self-Parking 
System

Tire Pressure Monitoring

Anti Lock Braking

Active Cabin Noise Suppression

Battery Management

Regenerative Braking

Active Suspension

Hill-Hold Control
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Components communicate over the car’s own 
wifi

Third party components have their own processor 
and update their own software OTA

Modern SDVs:
2-300 computers 
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Modern EVs are Software-
Defined Vehicles (SDV)
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Interfaces
• Wi-Fi Mobile network, possible from 

2G to 4G (LTE-M / NB-IoT bands, 
most likely not 5G)

• Bluetooth
• Charging port
• Radio receiver on 315MHz and 

433MHz
• Smart key (key fob) / NFC card to 

open doors and start the car
• Emergency call system, which sends 

the car's position when pressing the 
SOS button

• GPS / GNSS (GLONASS)
• CAN bus interface (OBD2)
• Physical access, doors, windows
• Interior microphone
• Mobile phone app

Driver assistance (towards 
autonomy)

• Drive-by-wire

• Steer-by-wire

• Cameras

• Radars

• Sensors

Extensive use of cloud services 
(shared among producers)
• Navigation

• Voice control processing

• OTA software update platforms

• With OTA type approval 
becomes trust-based

• Cybersecurity for SDVs is a 
process certification, without 
testing of the result

• SDVs are dependant on their 
producer for updates  
throughout their lifetime



Issues:
• Vulnerability to hacking
• Data collection for modeling 

society
• Data collection for AI race
• Individual and traffic safety
• Personal security
• Liability issues – complexity is 

too high for authorities, forensics
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• National security

April 2025:

30 % of new 
cars sold in 
Norway are 
Chinese EVs.
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ControlsVulner-
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integrators 

and ISP

Procedures

Seek to 
exploit Threats

Insecure 
protocols

Incorrect 
implementation

Mismanagement

Misbehavior

Scenario-based understanding 
of the Risk Ecosystem Motivation 

(Intent)

Leads to

Inspired by:
https://www.linkedin.com/pulse/risk-ecosystem-interaction-risks-threats-vulnerabilities-/

Tactics, 
Techniques, and 

Procedures
(TTP)

Have Use
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Components communicate over the car’s own 
wifi

Third party components have their own processor 
and update their own software OTA

Modern SDVs:
2-300 computers 



TLP:CLEAR

Scenario 1: Traffic sabotage



Sensitivity: InternalTLP:CLEAR

Isolated in mine deep below 
Sandvika (Oslo)



Findings
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Can Tor’s NIO be used for traffic 
sabotage?



Findings: the car is constantly chatting

Data packets are moving in and 
out of the car at all times. Even 
when the car appears to be «turned 
off». Little to no variation throughout 
24 hours, or geographic factors. 

70% of data packets are heavily 
encrypted, unknown protocol
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Findings: 90% of the data packages are routed 
to China

Among the 
recieveing URLs: 
163.com China 
Network 
Communication 
Group (CNNIC), 
baidu.com, 
sina.com

Tor’s data 
packets are 
being sendt 
here, in  
Beijing…

• s3.dianhua.cn 
• tsp.eu.nio.com 
• time.windows.com 
• nioeu-activation.telenav.com 
• tsp.nio.com 
• streamingcdn.telenav.com 
• tsp-nmp.eu.nio.com 
• tsp-nmp-adc.eu.nio.com 
• nioeu.telenav.com 
• www.qq.com 
• v.eu.nio.com 
• fota-api.eu.nio.com  
• cn.pool.ntp.org 
• time1.cloud.tencent.com 
• infotainment.eu.nio.com 
• hdmap-eu.telenav.com 
• www.163.com 
• www.baidu.com 
• www.sina.com
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Daniel’s hack #1

TLP:AMBER



Hack #1: OTA update platforms are a weak link

TLP:AMBER



Conclusion
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Can Tor’s NIO be used for traffic sabotage?

Yes. And by anyone. Cybersecurity is below standard.



Most likely targets:

Chinese citizens: dissidents, tudents, 
researchers

Employees at subcontractors at critical 
industries and infrastructure

Norwegian POIs with influence on the 
relationship with China

NIO ES8 ID98766 12:06:21

BYD ID3234441 12:08:02

MG ZF ID5543466 12:05:10

VOLVO RC ID77896785 12:04:55
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Scenario 2: The car as part of a rolling 
surveillance network



Findings
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Can Tor’s NIO be used as a data collection 
platform?



Camera capable of facial & license plate 
recognition + aggregated from multiple 
sources
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7x 8mp cameras
NIO claim: 
recognizes a human 
at 223m



TLP:AMBER

Hack #2: Third party component (camera) 
aggregates images to component producer.
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Hack #2: Third party component (camera) 
aggregates images to component producer.
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Hack #2: Third party component (camera) 
aggregates images to component producer.
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Hack #2: Third party component (camera) 
aggregates images to component producer.

The Sifar Big Data system streams directly from 
products that use their camera component to their 
own map-based admin interface. An "embedded 
reserved interface".



Conclusion
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Can Tor’s NIO be used as a data collection 
platform?

Yes. 



The Lion Cage Project

Part 2

Technical Security 
Assessment of Buses from 
VDL and Yutong

- for Ruter AS

TLP:CLEAR



Norway has 660 electric Chinese 
buses as of June 2025, an additional 
1200 are on the way. 
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All buses in Norway will 
be electric by 2030,
80% will be Chinese.
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Components communicate over the car’s own 
wifi

Third party components have their own processor 
and update their own software OTA

Modern SDVs:
2-300 computers 



Scenario 1:  
«Kill Switch»
Traffic sabotage, or 
threat of sabotage 
used as leverage

Scenario 2:  
«Lutvann»
The bus as part of a 
rolling surveillance 

network
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Findings

TLP:CLEAR

Can the VDL and/or the Yutong be used for 
either the Kill Switch scenario, or the Lutvann 
scenario?
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VDL – 2022 model

Power management

Cooling and motor

Battery

Controls

Critical functionality is 
effectively isolated.

The Kill Switch scenario 
is not possible with this 
bus.
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VDL – 2022 model

Internet Interior camera system
Interior surveillance 
functionality is online, to 
ConnectBus partner in 
Sweden.
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VDL – 2022 model

Exterior camera systemExterior surveillance 
functionality is isolated.

The Lutvann scenario, 
with regards to images or 
video is not possible with 
this bus.
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Yutong – 2025 model

Internet Interior camera system
Interior surveillance 
functionality is online, to 
ConnectBus partner in 
Sweden.
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Yutong – 2025 model

Exterior camera system
Exterior surveillance 
functionality is isolated.

The Lutvann scenario, 
with regards to images 
or video is not possible 
with this bus.
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Yutong – 2025 model

Internet Management

Cooling and motor

Battery

Controls

Critical functionality is 
online, direct digital 
access for OTA updates 
and diagnostics.

- Manufacturer has the 
capability to remotely 
disable or destroy 
software, the Kill 
Switch scenario is 
possible with this bus.

+ current system design is 
still simple, low degree 
of system intergration
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Yutong – 2025 model

Critical functionality is 
online, direct digital 
access for OTA updates 
and diagnostics.

- Manufacturer has the 
capability to remotely 
change, disable or destroy 
software, the Kill Switch
scenario is possible with 
this bus.

+ Current system design is 
still simple, low degree of 
system intergration



Hack #1: OTA update platforms are a weak link

TLP:AMBER



Hack #1: OTA update platforms are a weak link

TLP:AMBER
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Can the 2022 VDL be used for the Kill Switch scenario? 
Can the 2022 VDL be used for the Lutvann scenario?

Can the 2025 Yutong be used for the Kill Switch scenario? 
Can the 2025 Yutong be used for the Lutvann scenario?

NO
NO

NO
YES
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The Future: An Autonomous Bus is a Drone

Internet Management

Cooling and motor

Battery

Controls

Exterior camera system

With increased levels of driver assistance and autonomy 
systems including cameras, will become more integrated and 
thus impossible to isolate. 



BYD next gen:

12 cameras
3 front-view
5 panorama
4 surround view
5 mm wave radar
12 ultrasonic radar

TLP:CLEAR
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