Adding the
human touch to
security

LESSONS FROM TFL’S SECURITY PROGRAMME
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Why transport
security matters?
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Embed security into all our activities to
reduce our vulnerabilities, increase our
capability to respond to incidents and
create a culture where we understand
and act to protect ourselves and TfL

Phase 2: Bus Operators

Seven primary Operators running services
across London. To support a consistent
approach to security, standards are
strengthened through updates to
frameworks and operational guidance

Phase 4: Coaches

Victoria Coach Station is the largest
in the UK- a high traffic, strategically
important transport hub with unique
operational needs, involves a multi
layered approach to the security of
passengers, staff and infrastructure

Phase |: Bus Operations

Bus fleet of 8,500 vehicles across 675
routes with 50 bus stations, 5 million bus
journeys made daily. Focus on preventative
measures to mitigate risks through
engagement, training, testing and exercising

Phase 3: Dial-A-Ride

Fleet of 246 vehicles dedicated to providing
door to door transport for Londoners with
DIAL-A-RIDE long term disabilities. Focus on operational
control, depot security, staff awareness and
secure vehicle handling
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Key themes:
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Checking under seats and benches to
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Security Culture:
Inform & Empower

#1 Raise awareness of the security threat by
clearly defining what the threat is and the impact

#2 Make an employee’'s role and responsibility in
prevention clear by highlighting the difference

specific behaviours can make Secure the Ride:

London Bus Security Checks

#3 Empower employees to act with confidence by
giving the right tools, training and support.

Further learning: www.safe-bus.eu -




#plottwist
Positivity wins!

Reduces fear and resistance as framing security
positively avoids creating a sense of panic

Builds a security culture to reinforce that security
is shared responsibility that everyone can
contribute to

Improves retention as if you make someone feel
something, they rarely forget it

Excuse 'me Ilhearlyou're the
singinglbus driver

Fosters trust and authenticity: Tell real and
relatable stories with employee involvement to
humanise security




Shaping the environment
through covert testing:

Gives assurance of due diligence by implementing
controls

Highlights risks and feeds risks into management
processes

Move from awareness into behaviour change

Empowers senior leaders to understand, assess,
and resolve where applicable to prevents attacks

The payoff: A small controlled test today can
prevent a major incident tomorrow!




Utilise ‘social proof to Celebrate success
amplily behaviour: to fuel action:
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THIS IS PROOF THAT THE WORK WE'RE DOING
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FRUIT. WITH THIS LEVEL OF VIGILANCE AND
REACTION, BUS STATIONS AND, THEREFORE,
LONDON AS A WHOLE ARE WITHOUT
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The Crime Reduction and

Operational Security ICROS) team

does lots of work on crime
prevention and security for surface
transport. They provide problem-s
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Key takeaways:

* Clarity of the threat is crucial ‘
 When security feels real, relatable and ™
.l Lisa Marie Cole
positive- DEOple care! Crime Risk Manager at Transport for London

* ‘Prevention is better than cure’ — focus on
preparedness

* Use social proof to drive behaviour

* Celebrate what you want to see more of!

* Thank you & stay in touch @
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