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THE NORDICS on top of the world

Democracy Index 2024, global map by regime type
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History is back
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HISTORY IS BACK

Economic incentives & institutional integration
to prevent war is collapsing or eroded
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War in Ukraine:
”old, dirty trench-war on land”

Global armsrace:

MARITIME, SPACE, CYBER, INFO =
=>» not territorially limited |
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US - CHINA RIVALRY



The race for frontier technologies

“We may experience more

technological progress in the next
ten years than in the last century,
with a disruptive impact equal to

the industrial revolution”

Richard More, MI6, 2021

The state which first domesticates frontier technologies “will rule the world”



DRAMATIC START 2025

“The next few years will determine
whether artificial intelligence leads
to catastrophe — and whether China
or America prevails in the Al arms
race”

“This is beyond unchartered waters,
this is an unexplored galaxy
- a new frontier”



CHINA 2017: global Al dominance by 2030

CHINESE CYBERWEAPONS
IN OR AGAINST
CRITICAL INFRASTRUCTURE

IN THE US

Volt Typhoon
Winning the Race Salt Typhoon

AMERICA’S Flax Typhoon
ATACTION PLAN |

JULY 2025

“It is a national security imperative
for the United States to

achieve and maintain
unquestioned and unchallenged
global technological dominance.”



TECH - RACE

Military: maritime, cyber, information, space BUILD-UP

Economic: secure resources, components, know-how, EXCLUDE rival
Politics/Diplomatic: BIPOLAR DYNAMIC

Prediction: ESCALATION
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MULTIPOLAR WORLD
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EMERGING REGIONAL POWERS
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SHIFTING ALLIANCES

INTERNATIONAL INSTITUTIONS AT AN IMPASSE
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NEW GEOGRAPIC AREAS UNDER PRESSURE



Military: land, sea, air for regional control (collaboration or rivalry)
Economic: supplychains, prizing of food, energy, rare materials
Politics/Diplomatic: MULTIPOLAR DYNAMICS

Prediction: depends on region




THREAT FORECASTS
Microsoft's taxonomy of threat actors
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Russia China Iran
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=» Emerging non-democratic powers
have offensive capacities
in cyber & information domain
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Hybrid threats




Number of Conflicts 19752023 Filter

Increased prevalence
and riSk Of War | Vaa P LA : B one-Sided Violence

* May 2025: 130 armed conflicts in 56 countries
* Potential for escalation

* Regional or global confrontation?



THE ERA OF HYBRID WARFARE .

WHEN WAR IS TOO DANGEROUS

=>» Great powers resort to hybrid
measures to avoid war

= Emerging powers resort to hybr|
tools as force-multiplier

=>» Collapsing powers resort to
hybrid tools as spoilers



THE HYBRID BATTLEFIELD: WHAT

Reliance on means other than military warfare
to obtain similar objectives

foreign policy or national security
objectives are coercive economic or
diplomatic measures taken against a
target to bring about a change in
behavior”

Council of foreign relations

“U.S. sanctions in furtherance of z

f/




THE HYBRID BATTLEFIELD : WHY

Avoid war
Control escalation
Threats
Pressure
Negotiations
Deterrence (show capability)
Strength multiplicator

Provoke war Spoiler-activity

Prepare war
Expand the battlefield of war

Plausible deniability & ambiguity about motive



HYBRID BATTLEFIELD: WHERE

WAR: OUTSIDE OF BATTLEFIELD PEACE: ANY MEANS

e Land » Sabotage

e Ses * Political

* Air * Economic

* Space * Financial

e Cyber * Cyber-attacks

* Information domain * Information campaigns

* Social pressure
* Lawfare



THE HYBRID BATTLEFIELD

IN PARTICULAR COMPRISE
DOMAINES THAT ARE

NOT TERRITORIALLY LIMITED
(SEA, SPACE, CYBER, INFO)



.

THE HYBRID BATTLEFIELD : HOW

HARD POWER = threats (coersive)
SOFT POWER = inticement (corruption)
SMART POWER = targeted (pressure)
SHARP POWER = penetrating society,

( /“ concealed destruction of

the fabric of society
(polarization)



HYBRID WARFARE: WHO

WHO IS TARGETED

*Direct
* Indirect
* Third parties
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HYBRID TOOLS ARE OFTEN
DIRECTED AGAINST THIRD PARTIES



THIRDPARTIES ON THE HYBRID BATTELFIELD

OWN ASSOCIATES ENEMY’S ASSOCIATES
* PRESSURE: * ENTICE:
* Enforce dicipline * Outbid in order to weaken dicipline
* Ensure loyalty and loyalty to the enemy
* ATTACK:
* BUFFER: * Lower risk (buffer to the enemy)
 Can be sacrificed to stop escalation * ARENA FOR
* Can be sacrificed to save own * Rehearsal
interests * Demonstration of capacity
* Useful for increasing/decreasing * Threats

tensions » Escalation



HYBRID TOOLS
TARGET OR AFFECT
INFRASTRUCTURE



THE NORDICS

Open and exposed economy
Highly digitalized and vulnerable
High trust limits imagination in planning
Lack of “natural enemy” reduces strategic thinking
Strategically important PERIPHERY
NATO in the North, northern flank
Arctic nations and gateway to the Atlantic
Integrated part of the Chinese Silk Roads

Natural resources provider to Europe/UK




Exposure of the Nordics

EUROPE: North of Europe with exposure to Russia

LAND, SEA, AIR, SPACE, CYBER, INFORMATION

US /CHINA: strategically important PERIPHERY
CYBER, INFORMATION-DOMAIN
(DIGITAL INFRASTRUCTURE)

(DENMARK)

EMERGING POWERS: postbox to the Western powerss. ==

SABOTAGE, CYBER, INFORMATION-DOMAIN
(DIGITAL INFRASTRUCTURE)







